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Adobe

Certified Document Services (CDS) End
User Installation Guide

True Credentials® for Adobe® Acrobat®

My Credential™ for Adobe® Acrobat®

The following Installation Guide is designed to provide end users step-by-step instructions on
setting up and installing a True Credentials or My Credential for Adobe Acrobat CDS certificate.

INSTALLATION READINESS REQUIREMENTS

Before you begin, please review the following Installation Readiness requirements. In
preparation of certificate enrollment, you will need to:

a) Review Systems Requirements for the CDS service
http://www.geotrust.com/docsigning/acrobat/quide/requirements.htm

b)  Have access to the internet to acquire the necessary drivers and obtain the CDS
certificate

c) Close out all non-essential applications, EXCEPT your browser and email, prior to
starting the process since you will be prompted to re-boot your computer

d) Have your iKey USB token available

e) Establish a Passphrase that will be used to protect your certificate stored on the
token. GeoTrust recommends selecting an eight (8) mixed character Passphrase
(please note that Passphrases are case sensitive). You will need to remember this
Passphrase each time you use your CDS certificate

f) Have the one-time user Certificate Enrollment PIN that was provided at registration
available. To pick up your certificate, you will need your Enroliment PIN (For True
Credentials, the PIN was distributed by your Organizational Administrator. For My
Credential, the PIN was generated during the initial registration.)


http://www.geotrust.com/docsigning/acrobat/guide/requirements.htm

STEP 1. INSTALLING YOUR IiKEY USB Token Drivers
Before installing your certificate you must download and install your iKey USB token
drivers.

» Go to http://downloads.geotrust.com/TCACROIKEY0407203016.exe
* When the “File Download” box opens, click “Open”.

e bR

»  Some files can ham your computer. if the file information below
E \-..:/ looks suspicious, or you do not fully trust the source, do not open or
] save this file. d

File name: TCACROIKEYD407203016.exe
Filetype: Application

P | From: downloads.geotrust.com

/1 This type of file could ham your computer i it contains
malicious code.

Would you like to open the file or save it to your computer?

m;-en | [ Save ] [ Cancel ] [ Mare Info ]

=



http://downloads.geotrust.com/TCACROIKEY0407203016.exe

e And allow the Program to run

37% of TCACROIKEY04061601.exe Completed |2 |

Opening:

TCACROIKEYD4061601.exe from downloads.geotrust.com

(T TITTTTTTTTTT] ]
Estimated time left 1 min 13 sec (3.95 MB of 10.8 ME copied)

Download to: Temporary Folder

Transfer rate: 97. 7 KB/Sec

[IClose this dialog box when download completes:

Welcome to the InstallShield Wizard
for GeoTrust True Credentials for
Acrobat

The Installshield Wizard(TM) will help install GeoTrust True
Credentials For Acrobat on yvour computer,  To continue,
click. Mext,

Mext = Cancel




¢ Wait while the File Extraction is complete, and then click “Next”.

?_‘; True Credentials for Acrobat - InstallShield Wizard

Extracting Files
The contents of this package are being extracted.

Please wait while the InstallShield Wizard extracts the files needed to install True
Credentials for Acrobat on your computer. This may take a few moments.

Reading contents of package...

-

< Back. I Mext = I Cancel




¢ Follow the InstallShield Wizard on the screen. Close all applications and click “Next”.

InstallShield Wizard (%]

Geolrust:

True Credentials®
Token Installer

Welcome to the True Credentials for Acrobat -
iKey 2000 Sernes v4_.F MU20_3 Install

Pleaze close all applications and click "MNext' to continue.

< Back

Cancel |

_— N N — T
« Accept the License Agreement by clicking “Yes”

InstallShield Wizard

Geolrust-

Fressz the PAGE DOWHN key to zee the rest of the agreement.

] DATAREY LICEMSE AGREEMENT

(2

READ CAREFULLY BEFORE IMSTALLIMG OR OTHERWISE USING THE
D atakey CIF tm SOFTWARE. BY INSTALLIMG OR USIMG THE Datakey CIF tm
SOFTWARE YOU ARE INDICATING Y'0OUR ACCEPTAMCE OF THESE TERMS AND
COWNDITIOMS.

1. SOFTwWARE LICEMNSE. ou are being granted the non-exclusive
right to wze the Datakey CIP tm software program (the Program). The Program canonly o

Do you accept all the terms of the preceding Licenze Agreement’? |f pou chooze Mo, the
zetup will cloze. Toinstall Key 2000 Senes Software, pou must accept this agreement.

o ristallS hield

¢ Back Yes Mo




InstallShield Wizard X

Geolrust:

Setup will install ikey 2000 Series Software in the following folder.

Toinstall ta this folder, click Mest. To install to a different folder, click Browse and select
another folder.

D ezstination Falder

Coh . Sikey 2000 Series Saftwareh, Browse... |

|mztallShield
< Back | M et > I Cancel |
TeE mw Tnkan s

InstaliShield Wizard x)

Geolrust:

Setup iz ready to start copying files.

Pleaze close any open applications.
Remaove any smart cards or tokens.

Click "Mest" to continue or click "Cancel” to terminate setup.

Mewt > | Cancel




e The program will generate a “Setup Status” screen. When the drivers have finished
loading you will receive an “Install Wizard Complete” screen.

j InstaliShield Wizard X

J Setup Status

o

1 ik.ey 2000 Series Software Setup is performing the requested operations.

Generating soript operations for action;

| j‘

R U

Cancel

STEP 2: INSERTING YOUR USB TOKEN
* At the prompt, insert your USB token into an open USB slot on your computer

iKey Driver

ﬁ Fleaze inzert an ik.ey Security Token to complete the installation.




« Next, to complete installation, you must reboot your computer. Select “Yes, | want to
restart my computer now”

InstallShield Wizard

Install5 hield Wizard Complete

Setup hasz finished installing Key 2000 Seres Software on pour
computer.

(¢ ‘Yes. | want to restart my computer now.
" Mo, | will restart my computer later.

'ou must reboot your machine and log back in with
Administrative privileges to complete the installation.

Finigh |




STEP 3: RESETTING YOUR TOKEN PASSPHRASE
Next you will need to change the default PassPhrase on your token. Currently, your token is
delivered to you with a default PassPhrase preset to PASSWORD (in all caps). GeoTrust

recommends changing this password to a combination of at least eight (8) mixed characters.

*Go to your "Start" button, select "All Programs", then "GeoTrust True Credentials for
Acrobat" then "iKey 2000 Series Software", and "PassPhrase Utility"

's start

all Programs

;. Remote Assistance

) windows Media Player

[T Casino On Net »
[T) eFax Messenger Plus 3.3 »

E GenTrust True Credentials for Acrobat

M) Java Web Start 3
[T OL¥YMPUS CAMEDLA 3
[T QuickTime 3
() Symantec Client Security »

8 ey 2000 Series Software P

& FaQ

£ GeoTrust

=] Install GeoTrust CA for Adobe

2] Installation Help
. PassPhrase Ltility

' Adobe Ilustrator C5

Undock Computer Log OFf @Shut Down

(R C |

ﬂ,ji Install instructions CO...

Select the "Update Password" button to change the PassPras to your token

L1 N‘I

: Password Utility
File Help

Reader |Slot 11: Rainbow Technologiez iKey\r"j

Taoken Serial # |8|32001 23

Help
About

Token Label 90200123

Update Paszword |

0K |




Enter the Default PassPhrase of “PASSWORD” in the “Old Password” field and then enter your
New PassPhrase in both the “New Password” and “Reenter new Password” fields. Then click
“OK” to reset your PassPhrase

| Password Utility

Update Token Password

r
0ld Passward |

xxxxxxxxx
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STEP 4: PICKING UP AND INSTALLING YOUR CDS CERTIFICATE

Below are detailed instructions for picking up and installing your CDS certificate. Please note that
there are different instructions depending on whether you are installing My Credential for Adobe
Acrobat (Step 4a) or True Credentials for Adobe Acrobat (Step 4b).

To pick up your certificate you will need the following:

1. 1. Your email address
2. 2. Your Enrollment PIN
3. 3. Your new Token PassPhrase that you created in Step 3.

After you pick up your new certificate you will no longer need to keep your Enrollment PIN.
However, you WILL need to remember your new Token PassPhrase that you created in Step 3.
This PassPhrase will be used during ALL future digital signings of Adobe Acrobat documents)

Warning! Changing the token PassPhrase to a value only you know is sound security practice.
However, you must both protect and remember this unique PassPhrase only known to you. The
iKey 2000 series provides you up to (10) attempts prior to “Token Lock-out”. Token lock-out will
make your CDS certificate unusable.

11



Step 4a: Picking up and installing your CDS Certificate - My Credential for Adobe
Acrobat Users

*To pick up your certificate, refer back to the email you received containing these instructions with
the Subject Header: Congratulations! Your My Credential for Adobe Acrobat certificate is ready
for pick-up.

A specific link has been created for you to access your certificate within that email. Click on that
link. Enter your email address and PIN/Password (this is your Enroliment PIN). Read the
subscriber agreement, and click “Continue”

This process will take approximately 2-5 minutes to generate and complete the necessary
cryptographic functions. This process is completely automated and it is important that you do not
disrupt the process. If for some reason the process is interrupted, you should simply start the
process over.

» The next screen will be displayed if you have successfully authenticated using the correct PIN
and email address. Click "Continue" to proceed with the Certificate enrollment process.

» Choose "Yes" to the browser generated Potential Scripting Violation prompt

* At the Login prompt, enter your PassPhrase (this is the new PassPhrase to your Token that you
created in Step 3)

» The key will then begin to be generated on your token.

* A series of prompts regarding adding your certificate to your system will appear. Click "Yes" to
all.

« The final screen should confirm that your certificate has been successfully installed.

My Credential™ for Adobe” Acrobat 8
y Y

Certificate Pick-up

My Credential™ for Adobe® Acrobatd Certified Document Services (CDS) certificate
Enroliment Requast

* Email Addesss llak@@geotrust com|

= Eorolleent B A XRIOI PR3N

My Credential™ for Adobe® Acrobat® Enroliment and Subscriber Agresment

7| 1 Agree
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My Credential™ for Adobe® Acrobat®

Certificate Pick-up

CORDERING

~ Enrofimend Detnils

- How Ordor Hey and Certificate Request Generation

SUPPORTIHELP

— Beauirements You have been successfully authenticated,

- Inetallahion Nein Wi s sbout to stert generating your SR and Installing your Cartificate. This grocess may talks up to (5)
: Contact SUODO minutes. plesse do not interupt the ssssion,

You will get a Dialog Box tlll.:l “Fotential Scripting Viclation®. This dislog box appears because the web page
MANMAGEMENT is instructing the e g & loesl o ey and cartificats raguast. This step is reguired for you
to receive your certificate, zo you -hnuld salsct Yaz whan you gat tha Dislog Box.

Blaazwe click "Continua™ balow ta start the CIR ge

ation procezs.

My Credential™ for Adobe® Acrobat®

Certificate Pick-up

ORDERING
— Hew Order HKey and Certificate Request Generation
SUPPORTMHELP
— Rpauirements You have beesn successfully authsnticated.
- Instaiiation Help
Wae are about to start generating your C3R and installing your Cartificate. This srocesz may take up to [3)
= Conlact Iupport minutes. please o ROt INtErupt the FeEsom.

You will get & Dialeg Box titled “Potential Scripting Vielation™, This dislog box appsars bacsuss the web pags
MANAGEMENT s inStrutting the brovwaed Lo genarats & local private Hey and camificates regquest. This Stes i@ required for you
to receive your cartificate. 5o vou should select Yes when you get the Dialog Box.

Blaase click "Continua” balow to start the CEl generstion procass,

Potential Scripting Violation

This Web site is requesting a new certificate on your behatf. You should allow only trusted Web sites to request a
certificate for you.
Do you want o request a certificate now?

13



My Credential™ for Adobe® Acrobat®

20200018

ared piecs the Enler Koy, of
hek. DK

r _____

Iﬁuamw:mu paiipheaie |
&

ng your Cartificate. Thia procass may talke up to (5)

¥ou will get & Dialog Box titled “Potential Soigting Viclation™. This dialeg box appesrs becauw
MANAGEMENT is instructing the brovaers Lo ganarate & ozal privets Hey and caificate reguest. This step is
to receive your cartific . o wou should select Yaz whan you g tha Dialog Box.

the web page
wirad for you

Saazse cdick "Continua”™ below ta start the CSR generaticon process.

My Credential™ for Adobe® Acrobat®

OROERING Cryptographic Service Prowvider

. e Drclar Ganstabng Key On Taken n

SUPPORTHELP ...

— Beauiremenis

- inztallanon el Ve are abowt to start generating your CSR and installing your Certificate. Thiz proceass may take up to [(3)
i W minutes. plesses do not interrupt the session.

You will gat = Box titled "Potentisl Scripting Vielation™. This disleg box apps. barause the wab pags
FAAMAGEMENT in instructing thy owser o generate a loc pri kwy and certificate reaguest. This step is reguired for you
to receive your certificate. 5o you should select Yes when you get the Dialog Box.

Flansa click "Continua” balow to start the CIR g

Potential Scripting Violation

This Web site = adding one or more certificates to thes computer. &lovang an untrusted Web site to update your
-!h cerbficates s a security risk. The Web site could nstall certificates you do not trust, which could aliow programs that
you do mot trust to run on thes computer and gain access to your data.

Do wo want thes program to add the ceraficates now? Chok Yes iF you trust thes Web site. Othervwese, chck Mo,

LR |
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BRoot Certificate Store .

i 'j Do wou wankt ko ADD the Following certificate bo the Root Store?

Subject : Adobe Rook 24, Adobe Trust Services, Adobe Systems Incorporated, US

Issuer : Self Issued

Tirme Walidity @ Wednesdaw, January 08, 2003 through Sunday, January 08, 2023
| Serial Mumber : 3E1CEDZS

Thumbprint (shal) ; GBEEG4606 39FS651E 4562F334 B1463F56 0ZBEOGCS

Thumbprint {mdS) : BF70913F FA0DE06&0A 47FESZ5S 30815064

Yes | | Mo |

My Credential™ for Adobe® Acrobat®

Certificate Pick-up

ORDERING
== How Ordor Certificate Installation
SUPPORT/HELP
— Aeguiremenis Congratulations! Your Digital Certiicate has been successfully installed
= Insialiation Help
— EAQ
MANAGEMENT
-~ CPS
Brivacy Policy i fad i Ta
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Step 4b: Picking up and installing your CDS Certificate - True Credentials for
Adobe Acrobat Users

e To pick up your certificate, refer back to the email you received containing these
instructions. A specific link has been created for you to access your certificate within
that email.

e Enter your email address and PIN/Password (this is your Enrollment PIN). Read the
Subscriber Agreement, and click “Submit”.

[ )

This process will take approximately 2-5 minutes to generate and complete the
necessary cryptographic functions. This process is completely automated and it is
important that you do not disrupt the process. If for some reason the process is
interrupted, you should simply start the process over.

73 Credential Center: Certificate Request Form - Microsoft Internet Explorer

File Edit Wiew Faworites Tools Help Sefax

@ @ _‘-_;J 7 ) Search Favotites QMedia £ _- R .. | ﬁ’i

Adlds

E https:/services . geotrust, comjtcenroll/se. dofcopid=30454664 5403564 74446

[ V_ #e searchweb + gh PRk Ehoospiocked | AutoRil ] Options

Google - |

: Personal Int S
& TrustWatch™ 7 | Ecchangs Bating B verified O ed &

o

Feport Fraud 3] || poplps son 32 || web Site: services.geotrust, com

~ Gedlrust:

True Credentials” for Adobe® Acrobat®

True Credentials® for Adobe® Acrobat®: Enrollment Request

Flease complete all information below to begin your enrollment. YWhen notified and asked to
pickup your cedificate, please be sure to use this browser on the sarme computer.

Email Addrass * |

PIN/Password * |

CUSTOMER SUBSCRIBER AGREEMENT
TRUE CREDEMTIALS(R) FOR ADCBE(R) ACROBAT(R)

A
B SUBSCRIBER AGREEMEMT =
I have read and accepted  |Pleasze read the following agreerment carefully, By applying
thiz subscriber agreerment. for a True Credentials for Adobe Acrobat CDE Certificate and
accepting and using such CDS Certificate, you indicate

|

Reset

This process may take up to (5) minutes, please do not interrupt the session.

VERIFIED BY

a Gedlrust
GeoTrust Inc.

CLIEK 14.10.04 1517 UT

Privacy Policy. Terrns and Conditions
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 The next screen will ask “Do you want to request a certificate now?” Click “Yes”

D Condaninai Camiay: Corraiicatn Raquess Form - Micyasain istanner Lplara)

.

W B D St @ @ 3005 00
&

Googles #| Wosewchwes - g3 PRt Bhoosbiched
P TrustWaich™ * | wliarfay svees U

Geolrust:

True Credentials" for Adobe® Acrobat® E&

Trus Cradantialet fas Adoha® Acrabarts Enrallmant Raquest

Piaase complite al indsmstion bekow 15 bagin your snrallint. Whie salifad and siked 1o
pickup your cartificate, plaase b4 sur 12 w5 s bIowser on th Eams camputer

] sueort 5 optons
i o

"}

v duel 2| WebSa: servioes. gectnst com

sl Aubbraes [smrabgmcanurt cam

1 it (e

Petantisl < ripting Violation

B\ 06 o vaek o et o ot ot

Duarue e
e 141004 1817 4

Evinacy Bulcy Taemy and Condéiony

L]

i il thch Help Tooes on the Heko Menu.

Login

S0Z001 232

Fleaze tppe vour passphrazse
arnd press the Enter kew, or
click OF:

Carncel I
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e A cryptographic key pair that will be associated with your CDS certificate will then begin to be

generated on your token

e A series of prompts regarding adding your new certificate to your system will appear.

e Click “Yes” to all

True Credentials’ for Adobe® Acrobat®

Please wait while your certificate is generated

In a few seconds, you will receive your new certificate,

VEIFIED BY
Geolrust Cryptographic Service Provider

GeaTrust Inc.
cuck 14.10.04 1532 UTC

Generating Key On Token

Potential Scripting Violation

This Web site s adding ane or mare certificates ko this computer, Alloning an untrusted Yweb site to update your certficates is a security risk, The teb
U site could install certificates you da not trust, which could allow programs that you do nat trust to run on this computer and gain access to your data.

Do you warit this program to add the certificates now? Click Yes if you trust this Web site, Otherwise, click No.

Privacy Policy Terms and Conditions

Root Certificate Store

"j Do you want ko ADD the Following certificate to the Root Store?
Ld

Subject : Adobe Root Ca, Adobe Trust Services, Adobe Systems Incorporated, LS

Issuer : Self Issued

Time Validity : Wednesday, January 08, 2003 through Sunday, January 08, 2023

Serial Mumber : SE1CBDZ2S

Thumbprint {shal) : 6BEB4606 39F56518 48B2FE83A B1463F56 D2BEDEC3

Thurnbprint {mdS) : BF70913F FBDE0DE0A 47FES253 30815084

Yes | | Mo I
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« The final screen should confirm that your certificate has been successfully installed.

True Credentials” for Adobe® Acrobat®

Congratulations!

Your Digital Certificate has been successfully installed.

Questions on how to use your cedificate?
Please contact your administrator for assistance.

VERIFIED BY
0 Gedlrust
GaoTrust Inc,

cuek 14.10.04 15:28 UT

2004 GeoTrust, Inc &l rights researved

Privacy Policy Terms and Conditions
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Questions or Problems?

F5 Geolrust

117 Kendrick Street, Suite 350 Needham, MA 02494 Phone: (781) 292-4100 Toll Free: (800) 944-0492 Fax: (650) 237-
8871 E-mail: info@geotrust.com
www.geotrust.com

20
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